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Lesson 3: Mode of Operation

How to encrypt a plaintext larger than a single block?

Cy C Ca Chn

This is called Electronic Code Book (ECB) mode of operation.



Lesson 3: Mode of Operation

How to encrypt a plaintext larger than a single block?

PU Pl P2 Pn

Decryption for Electronic Code Book (ECB) mode of operation.
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BMP File Example
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BMP File Encrypted with AES-128 ECB




Lesson 3: Mode of Operation

How to encrypt a plaintext larger than a single block?
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Cipher Block Chaining (CBC) mode of operation solves the problem of ECB but it is not parallelizable.



Lesson 3: Mode of Operation
How to encrypt a plaintext larger than a single block?

Nonce, Ctr+0 Nonce, Ctr+1 Nonce, Ctr+2 Nonce, Ctr+n
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Counter (CTR) mode of operation solves the problem of ECB and it is also parallelizable.
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BMP File Example
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BMP File Encrypted with AES-128 ECB
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BMP File Encrypted with AES-128 CTR




Next lecture

Reference C and CUDA Implementation of AES

* Before CUDA optimization, we are going to implement AES using C and CUDA
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